Technical Support

FAQ

Windows XP Service Pack 2 Firewall settings

Windows XP Service Pack 2 enables the Windows firewall by default. This firewall prevents the Leica
license server from being visible to clients. If the Leica license server is hosted on a system with
Windows XP Service Pack 2, the client system will no longer be able to connect to the license server.

Although disabling the firewall will work, you don’t necessarily have to disable the firewall. Instead, you may
manually designate the port used for license server and add the license server program to the firewall
exceptions list. Please follow this procedure:
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Go to the Windows Control Panel and double-click on "Security Center":

B Control Panel
File

Q Back,

Edit  Wiew Faworites Tools  Help

"

Q @ pSearch HE" Folders "

Address | [ Contral Panel

i" Control Panel £

g- Switch bo Classic Yiew

See Also

-

‘ Windows Update
(7)) Help and Suppork

Cther Cantral Panel
Opkions

__...
iI-J_ ‘
| _..l--

Appearance
and Themes

Network and
Internet
Connections

Add or
Remove
Programs

Sounds,
Speech, and

Audio Devices

Performance
and
Maintenance

Pick a category
.

=
P
v ¥

W

=

—

N/

Leica Geosystems GIS & Mapping

gis.leica-geosystems.com

@‘.....@...@‘-.@

Technical Support

support@agis.leica-geosystems.com

POWERING GEOSPATIAL IMAGING

Last Updated: 11/1/2004
winxpsp2_firewall_settings

Page 2 of 2

Printers and
Other
Hardware

User Accounts

Date, Time,
Language,
and Regional
DOptions

Accessibility
Options

Security
Center

Geosystems



The following dialog will appear:

¥ Windows Security Center, : Elgl

@ Security Center
Help protect your PC

Security Essentials

»

@ Resources
e The security settings on this computer are managed by a network, administrator

because it is part of a domain {a group of computers on a netwark), To help pratect
wour computer, the administrator of this computer should do the Following:

Get the latest security and virus
infarmation Fram Microsaft

= Install and use a firewall such as 'Windows Firewall in Microsoft Windows %P or
anather firewall,

Check Far the latest updates from
Windows Update

= Set up Automatic Updates ko download and install critical updates automatically,

Get suppart For security-related
issles = Install antivirus software and keep it turned on and up to date.

et help about Security Cenber what's new in Windows to help prokect my computer?

Manage security settings for:

about your pr
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Click on "Windows Firewall" near the bottom of the dialog and a new dialog will be displayed:

== Windows Firewall

General |E:-:|:epti-:|ns Advanced

: Firewall iz helping to protect pour PC

YWindows Firewall helpz protect vour computer by preventing unauthonized uzers
from gaining access to your computer through the Intermet or a network.

@ (*)!0n [recommended}

Thiz zetting blocks all outzide sources from connecting bo this
computer, with the exception of those selected on the Exceptions tab.

||:| Don't allow exceptions

Select thiz when pou connect to public networks in lesz zecure
lozationz, such az airportz. You will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igriored.

@ ) OIf [mot recommended]

Ayoid uging this setting. Turming off Windows Firewall may make thiz
computer mare vulherable to vinszes and intruders.

YWindows Firewall iz using vour domain zettings.

YWhat elze should | know about Windows Firewall?

(] l [ Cancel
Make sure that the “Don’t allow exceptions” checkbox is unchecked.
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Select the "Exceptions" tab:

== Windows Firewall

General | Exceptions |.-'1'-.|:Ivan|:e-:||

Windows Firewall iz blocking incoming network, connections, except for the
programs and zervices selected below. Adding exceptions allows zome programs
to wiark, better bt might increase your securnty rigk.

Proagrams and Services:

M armne

M File and Printer Sharing
Remate Aszsistance
Remate Deskiop

[ UPhP Framewark,

Edi... Delete

[ Add Prograr.... l [ Add Part.... ]

Dizplay a notification when Windows Firewall blocks a program

"What are the nzks of allowing exceptions?

k. l [ Cancel
Click on the "Add Port..." button.
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The Add a Port dialog will appear:

Add a Port

Ilze these settings to apen a port through *Windaws Firewall. Ta find the part

nurmber and protocol, conzult the docurmentation far the program or zervice you
want to use.

Mame: |LI3I3M License Server |

Port number: | 27000

® ICF O uDP

“what are the nzkz of opening a part?

Change scope...

k. ] [ Cancel

Fill in the port number being used for the license server. The default is 27000 and most customers should use
the default. Click OK to close the “Add a Port” dialog.
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This will take you back to the “Windows Firewall” dialog with “Exceptions” open:

== Windows Firewall

General | Exceptions |.-'1‘-.|:Ivan|:e-:|

Windows Firewall iz blocking incoming network, connections, except for the

programs and zervices selected below. Adding exceptions allows zome programs
to wiark, better bt might increase your securnty rigk.

Proagrams and Services:

M ame

[ File and Printer Sharing
I LGGHM License Serverl
Remate Assistance
Remate Desklop

[ UPhP Frameswark,

| AddPogiam... ||| AddPot. || Edi.

Dizplay a notification when Windows Firewall blocks a program

"What are the nzks of allowing exceptions?

(] ] [ Cancel

Make sure that the “LGGM License Server” entry shows up in the list and it is checked. Then click on the “Add
Program” button and following dialog will appear:
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Add a Program [z|

To allows communications with a program by adding it to the Exceptions list,
gelect the program, or click Browse to search for one that iz not listed.

Programs:

Activek Control Test Container
@ AP Test Viewer
%.ﬁ.pplicatinn Perfarmance Explorer
ﬁ Autarnation M anager
&) D305y
D ata0bject YWiewer
$3# DDE Spy

B Depends
@ DirectPlay Hetwork, Simulator

@ Direct+ Caps Yiewer
@ Dvirect Error Lookup v

,
Sk

(>

Path; |C:AMSVS\Commont Tools\ TSTCONIZEXE | [ Browse.. |

Change scope. .. ] l [ Cancel ]

Click on the “Browse” button and a Windows file chooser dialog will be displayed:
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Look i | 5 NTx36 vl @ 1 @

Elnwer
erdim @8l R ainbowss05,39.2

My Recent mLeicaF‘rnps
Dacuments Elmdiag

SRR
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by Computer
‘g File name: |EFED.-'1'-.S b | [ Open l
by Metwark Files of tupe: |.-’-‘-.|:||:|Ii-:atin:|r'|s [* ewe:” com; " icd) w | [ Cancel ]

Go “C:\Program Files\Leica Geosystems\Shared\Bin\NTx86" and select ERDAS from the list and then click
“Open”.
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This will take you back to the “Add a Program” dialog:

Add a Program [z|

To allows communications with a program by adding it to the Exceptions list,
gelect the program, or click Browse to search for one that iz not listed.

Programs:

@ Direct< Caps Yiewer
@ Diirect+ Error Lookup
@ Drirect Sample Browser
ﬂ) Direct Texture Tool _—
€ DM Test

E DocFile Wiewer

Effact Edit

[lErDAS
S E 1o Lookup

@ Enpress Service Code
ﬁ FLEIm Taols

(>

[£
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The “ERDAS” entry in the list will be selected by default. Select “OK”.
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"= Windows Firewall

General | Exceptions |.-'1'-.|:Ivan|:e-:|

Windows Firewall iz blocking incoming nebwork, connections, except for the

programs and services selected below. Adding exceptions allows some programs
ko wiark, better but might increase your securnby risk.

Programs and Services:

M amne

[ File and Printer Sharing
| LGGM License Sewer|
Remate Azsistance
Remate Desklop

O UPHP Framework,

| AddPogam.. | [ AddPot. || Edi. Delete

Digzplay a notification when Windows Firewall blocks a program

"What are the rigks of allowing exceptions?

(] ] [ Cancel

Make sure that the “ERDAS” entry appears in the list and it is checked. Click “OK” to close the “Windows
Firewall” dialog. This should make the license server once again visible to all clients.
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